CheCk POinf Compliance | Datasheet

SOFTWARE TECHNOLOGIES LTD.

WELCOME TO THE FUTURE OF CYBER SECURITY

Compliance
Your Automated Trusted Advisor

Boost your security level across your entire Check
Point environment with a dynamic solution that
continuously monitors your security infrastructure,
gateways, technologies, policies and configuration
settings all in real time.

Security Compliance INCREASE SECURITY

Key Features and Benefits

B 300+ Check Point Security Best
Practices optimizing configuration
settings ensuring businesses stay

secure AVOID HUMAN ERROR

B Monitor policy changes in real time,
providing instant alerts and
remediation tips

B Translates thousands of complex
regulatory requirements into @
actionable Security Best Practices |m COMPLY WlTH REGULAT'ONS

Security Best Practices Compliance See Al Gateways ©Top5 O Bottom5 (O Favorites See Blades
190 Best Practices monitored across —Secure 6% & BranchOffice — 90% HE Firewall — 88%
10 s Good 6% & Corporate-GW —— 50% S URLFiltering — 49%
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Action Items and Messages Regulatory Compliance &

Pending Action Items

3 Overdue items: 0 Upcoming items 0 Future items 80 Unscheduled items

91% GDPR 86% HIPAA
Compliant 3 requirements Compliant 15 requirements
3 Security Alerts Al
October 20th 2017 18:54 g
Change made by admin on all Blade violate: Swlh MAS TRM, ISO 27001, PCI DSS 2.0, HIPAA Security, DSD, NIST BDU 41,150 Uml GLBA, CobiT4.1,
Firewall STIG, NERC CIP, GPGIE SOX Katal k 30, Australian Privacy Principles, CIIS, PCIDSS 3.0, NERC CIP (v.5), Protection of Personal Information Act, 2013,
PPG 234, Statement of Controls (ISAE 3402), EU Data v acy, PCI-DSS 3.2, Customer Security Programme (CSP) regulations .

Octaber th 2017 174 -
hange made n URL Filtering Blade vi \ ates with MAS TRM, PCI DSS 2.0, ISO 27001, HIPAA Security, DSD, GlEA lsozmoz CobiT4l1,GPGI3, = 90% IS0 27001 90% 150 27002
A0 e Koo 33 Protecton of Pasonl iformation Ack 2003, G 254 Stemen of Conrls (44 3102 e Compliant 24 requirements Compliant 143 requirements

14 System Messages >
PCi3.2 84% SOX
October 21st 2017 20:17 pl requir o - p ; Y e

The Compliance Blade update package has failed. Please check the DNS and Proxy configuration on the Gateway or contact Check Point support

May 17th 2017
R80.10 includes stability improvements for Compliance Blade in both Multi-Domain and SmartCenter configurations,

March 315t 2016
R80 includes Compliance blade a5 part of its Logs & Monitor section,

“Check Point Security Compliance makes it easy for us to apply the best practices we need to
meet our HIPAA requirements. It not only provides great protection, but it also demonstrates our
commitment to security, which can make a huge difference if our organization is audited.”

- Felix Castro, Director of IT, ICS

© 2018 Check Point Software Technologies Ltd. All rights reserved. [Protected] Non-confidential content
August 22, 2018



Check Point

SOFTWARE TECHNOLOGIES LTD.

WELCOME TO THE FUTURE OF CYBER SECURITY

TOP TIER VIEWS

Security Best Practices Compliance See All...
1 93 Best Practices monitored across S Secure 57%
s Good 6%
1 1 Gateways
- Medium 6%
9 Blades - Poor 3%
Gateways @ Top5 ) Bottom5 (O Favorites See All..
& EuropeBranchGw o 362
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Security Overview
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All Blades K
Firewall o— o 39%
€ URL Filtering o 48%
%" IPSec VPN o— . 33%
€ s NESES 52%
B3 Application Control [ 38%
@ Threat Emulation o o o 9%
@  Threat Prevention o— o 31%
ﬂ Anti-Virus o o o 7%
@ Anti-Bot —— 100%

[¥ EU Data Privacy Regulation Requirement 001

Regulatory Requirements Details

Description:

Personal data should be processed in a manner that ensures appropriate security and confidentiality of
the personal data, including for preventing unauthorised access to or use of personal data and the
equipment used for the processing. [Introductory Clauses, Extract from Clause 3%)

Relevant Security Best Practices: 4 out of 6 items are secure

Security by Module

D Name Blade Status
FW101 Check that 'Clean up Rule' is defined in Access Policy i Firewal &0 Secure
FW105 Check that each Policy has defined Track settings i# Arewal @D Good
FW130 Check that 'Stealth Rule' is Defined in Access Policy i Firewall &0 Secure
FW146 Check that an ‘Any Any Accept’ rule is not defined in ... i Firewall &0 secure
AB104  Check that each Gateway's Anti-Bot configuration is a... @ Anti-Bot (20 Secure
URL132 Check that sites categorized as Spyware / Malicious ar... % URL Fiteri... &< Medium

Regulation Details

Cyber Attack View - GA

Hosts Infections

0 8 Infected hosts.

Infected hosts Timeline

Tril  Weath Thatd  Fi30  Sm3 S22 Men2d  Turd

SANDBLAST PROTECTION ADDITIONAL EVENTS

g Qg Malicious files

A 38 Additional threat events.

ATTACKS ALLOWED BY POLICY

Q () Users received malicious mails
0 3 Hosts downloaded malicious files
Q 41 Directly targeted hosts

0 () Hosts scanned by attackers

0 Y] Hosts accessed malicious websites

COMPLIANCE: SECURITY SCORE

@ 7 Hold any suspicious

‘ 4 Cyber definitions up
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to date

m 0 Secure logins

enabled in a sea
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prevented

:\\ O Lo all traffic

COMPLIANCE: SECURITY ACTION ITEMS

2 Suspicious activity
e in background

mode
I o b

Cyber definitions
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:'-'.'*: 3 not up to date

- 6 Partial log policy

ol 1

@. & 1 Exceptions to
security best

practices
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- 2 Suspicious activity
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Security Violations

Integrated with SmartEvent
QOverview

security Best Practices security Alerts

Regulations and Standards

@secure DGocd @Mesum  @Poo @roor Compliance
UK Data Protection Act 62
Statement of Controls
(RN (154 3202)
50K )
- Protection of Personal
information Act, 2013
%) - 86
(%1 e T s - PO-DSS 32 ™
PO 0SS 2. ]
Security Status by Blades
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SECURITY BEST PRACTICES

Check Point Compliance examines your environment’s security gateways, software modules,
policies and configuration settings in real-time. With over 300 Security Best Practices, Compliance
detects poor configurations and provides instant remediation tips to ensure your business stays
secure. Compliance enables your security teams to reach the full potential of all of their Check
Point products by recommending adjustments to security configurations in order to meet regulatory
and Security Best Practices in place.

NEW GAIA USER BEST PRACTICES

Create best practices by running scripts over GAIA OS on the gateways.
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®©  Security Best Practice #IPS114: Check that the IPS Blade has an update| Peios @ | @ Nex

Best Practice Details i
FPer— atory Requirements
+ Description:
This ch at the IPS Blade is up to date and that there are no available IPS updates older than eight days that b a &
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REGULATIONS & GDPR

Check Point Compliance provides best practices that are mapped to industry-known regulations
with clear requirements and recommendations laid out. Easily categorize by protections in place, or
by severity of the security violation.

Compliance with the General Data Protection Regulation (GDPR) will require a focus on how
privacy and data protection are addressed in the handling of information, but also on related areas
such as awareness, incident management and achieving “data protection by design”.

Though GDPR is not a security-based regulation, there are aspects related to data protection and
the security of an enterprise. Hence, Check Point family of technologies and products can be of a
benefit to such enterprises when designing the data protection guidelines of the organization based
on the data protection policy. Check Point Compliance contains several GDPR requirements that
can be covered easily by configuring Check Point products accordingly.
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SPOTLIGHT

Security
Compliance

With continuous
monitoring, avoid
human errors and
lower the complexity of
managing cyber
security with the ability
to go from view to
action. Create
overviews and reports
in real-time and
manage it all through a
single pane of glass.

Creating a
Best Practice

Fine tune and
monitor what's
important to you.
Easily optimize your
security best
practices or create
and enforce your
own best practices
company-wide.

Security Best Practices L Gowping: Bade

Actve Bade
@ AntiBot (1)

D

+ B Anti-Spam & Mad (3)

B @ Aantiving (6)

o 1 Application Control (20)

© (8 Data Loss Preventon (32)

5 i Frewal (58)
9 i Frewsl
Ul i Frewal

SIS

T L
| s Frewsl
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FWooL
Fwi02
Fwi03
Fwi07
Fwisn
Fwis3
FW1s6
164

Name

Ay

Check that Ant-Spoofing has been activated on each Gateway

Check that Anb-Spoafing i set to Frevent on each Gateway

Check that there s an aditionallog server defined for each Gateway for the storage of Frewal logs
Check the Expiratin settings for Liser Accounts

Check that each rule hias a Comment defined

Check the Expiration settings for Adminstrator Accounts

Check that HTTPS Inspection s enabled on each Gateway

B2 Security Best Practice #FW119: Check that no expired rules exist in the Access Policy

Best Practice Details

Compnce o racs._ Ovpley

| Relevant Objects: 2 out of 3 items are secure
Active Rulebase Rude Index Status.

88 Corporats_Policy/Net 13.3 ) Medium

B8 Branch_Office_Foby G seare

5 Branch_Office_Poiicy (G seare

SIS

Step Up to 5t Generation Cyber Security

Gen V security leaves the patchwork and best-of-breed deployments of the past behind.

Compliance | Datasheet

Automated Trusted Advisor

Check Point Compliance governs multiple
software technologies within the Check
Point protection suite and can provide a
wide view of your compliance level. You
can even activate SmartEvent for
enhanced reporting capabilities.

_ Security Best
+ New % Edi Deets (<] .
.. . Practices
Filter security best
practices by software
S0 module. You can view
o the relevant objects
o the best practice
e ; = applies to as well as

Relevant Regulatory Requirements

CobiT41

Customer

GLBA

HIPAA Securit

Instead, it's characterized by an architecture that unifies all networks, cloud, and mobile
devices, supported by real time threat intelligence.

the relevant regulatory
requirements. Take
action immediately or
schedule the action to
occur at a later date.

Security Programme (CSP

Regulatory
Compliance

You can see your
— - 10| (1A TR
accordance to direct
. regulations such as
: HIPAA, GDPR, PCI
DSS, ISO 27001 and
many more.

220 Detected, not prevented

& 1. 7K Prevenced
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# of Managed Gateways SKU
Smart-1 Appliances Bundled with Compliance?! Appliance
Compliance + SmartEvent for Smart-1 5 Smart-1 405 CPAP-NGSM405
Compliance and SmartEvent Annual subscription is 10 Smart-1 410 CPAP-NGSM410
included with every new Smart-1 appliance purchase.
Extend your license with the annual subscription SKUs 25 Smart-1 525 CPAP-NGSM525
below
50 Smart-1 5050 CPAP-NGSM5050
150 Smart-1 5150 CPAP-NGSM5150
Open Server Bundled with Compliance?
Compliance + SmartEvent for Open Server 5 CPSM-NGSM405
Every Open Server license includes SmartEvent and 10 CPSM-NGSM410
Compliance for the 1% year. Extend your license with the
annual subscription SKUs below 25 CPSM-NGSM525
50 CPSM-NGSM5050
150 CPSM-NGSM5150
Compliance Annual Subscription? Compliance Compliance + SmartEvent
Compliance and SmartEvent subscription bundle for 5 CPSB-COMP-5-1Y CPSB-EVS-COMP-5-1Y
single domain environments
10 CPSB-COMP-10-1Y CPSB-EVS-COMP-10-1Y
25 CPSB-COMP-25-1Y CPSB-EVS-COMP-25-1Y
50 CPSB-COMP-50-1Y CPSB-EVS-COMP-50-1Y
150 CPSB-COMP-150-1Y CPSB-EVS-COMP-150-1Y

50+ Extension?

CPSB-COMP-EXT-50-1Y?

CPSB-EVS-COMP-EXT-50-1Y2

Compliance for Multi-Domain Environment

Compliance subscription extension

*For Multi-Domain environments: SmartEvent runs on a
dedicated server

25 CPSB-COMP-MDM25GW-1Y
50 CPSB-COMP-MDM50GW-1Y
150 CPSB-COMP-MDM150GW-1Y
250 CPSB-COMP-MDM250GW-1Y
500 CPSB-COMP-MDM500GW-1Y
1000 CPSB-COMP-MDM1000GW-1Y

1 Extend your 1 Year Compliance + Smart-1 license by 1 Year. 2Y and 3Y licenses are also available in the online product catalog. SmartEvent annual EVS
license (such as CPSB-EVS-10-1Y) - can be used only on top of the new NGSM license (CPAP-NGSMXXX or CPSM-NGSMXXX).

2 50+ SKU can be used on top of 150 GW licenses.

CONTACT US

Worldwide Headquarters | 5 Shlomo Kaplan Street, Tel Aviv 67897, Israel | Tel: 972-3-753-4555 | Fax: 972-3-624-1100 | Email: info@checkpoint.com

U.S. Headquarters | 959 Skyway Road, Suite 300, San Carlos, CA 94070 | Tel: 800-429-4391; 650-628-2000 | Fax: 650-654-4233 | www.checkpoint.com
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